A E M CC KoHdepeHUMa No.Bonpocam perynsaTopuku
MHPopMaLMOHHON 6e30MacHOCTU

- e

9:00-10:00 Permncrpauma, MpmMBETCTBEHHbIN KOode

10:00-11:20 CucrtemMHoe passutme Ub-perynatopmkm

B paMkax nneHapHOM OUCKYCCUM 06CyaMM BOMPOCHI CUCTEMHOIO Pa3BUTUSA PETYNATOPHbIX TpeboBaHMIA,

KaKMe HamnpaBfeHMa B YaCcTu perynmpoBaHma chepbl MHGOPMaLMOHHOM 6e30MacHOCTM ABNAKOTCA MPUOPUTETHBIMK
B HacTodALLEee BpeMa, KaK rapMOHM3NPOBaTb MOTPEeOHOCTM Mo obecrnedeHMo B 1 BO3MOXXHOCTM MOAHAaA30PHbIX
opraHm3saumnm.

XapblbuHa AHacTacusa AHApeeBHa, Npeacenatens Accoumnaumm ABNCC, pykoBoamtenb AKTIV.CONSULTING

YepHopgea AHTOH UropeBuy, HavanbHWK oTaena JenaptaMeHTa HPopMaLMoHHOM 6e3onacHoCcTU baHka Poccum
MeTpoB Anekcen BnagpuMmnpoBu4y, HadabHMK aKCNepTHOro nogpasneneHmna OCB Poccum
PaeBckumn AHgpen Hukonaesud, CotpyaoHuMK HKLIKI

MasusuH Cepren BnagpummpoBuny, HayuHbi pegaktop »xypHana MHdopmaumoHHaa 6e3onacHoCcTb br3Heca,
3aMecTuTeNb HavanbHUKa YnpaBneHumsa no obecneyeHuto MHPGOPMaLMOHHOW 6e30MacHOCTM

Nyces AMUTPUIM MUXaMNOBUY, 3aMeCTUTENb reHepanbHOro ampekTopa, MHdoTeKC

K y4acTumio Takxke npurnaweHbl npeacraButenm: MmHsaHepro Poccmmn, MmHRpoMTopr Poccmmn, PockoMHagsopa.

11:20-11:40 Kode-bpeink




ABUCC

11:40-13:40

KUU: npakTUKa obecneyeHud
6e3onacHocTH

O6cyanM NpakTUKy peanmsaumm TpeboBaHMIA

MpukasoB OCTIK Poccum B pasnnyHbix oTpacnax KM,
0CODEHHOCTM Nepexona Ha MMMopPTO3aMeLLEeHHble
CpefcTBa 3aWmTbl MHPOPMaL MK, OTpacneBoe
perynmnpoBaHue M MpUMeHeHMe nepedHs TUMNOBbIX
oTpacneBblx 06bekToB KN, peanmsauyumto TpeboBaHMI
MHDOPMaLMOHHOWM 6€30MacHOCTM A9 MPOMBbILLNEHHOCTU
M T.0.

Kypuno AHapemn MeTpoBuny,
akcnepT ABNCC, COBETHUK reHepanbHOro AMpPEeKTopa,
FBK CS

«KNW B pa3pese perynatopHbiX TpeboBaHMN:
OCHOBHble 333a4YMN Ha CErOAHALWHWNM OEHDbY

XoHUH AneKcaHAap, akcrnept ABNCC, pykoBoouTeNb
oThesia KOHCaNTUHIa U ayamTa, Angara Security

«MoHUTOPUHI KNW: cnoyxHocTm cybbekToB K
npw peanmsaunm TpeboBaHUM Mo ynpasneHuto Nb
B3aMMO3aBUCUMbIX KOPUONYHECKUX NTULL»

XpucTtoni6oBa AHHa, HavaNbHVK OTAeNa cCo30aHus
3alUMLLEHHbIX MHOOPMALIMOHHbBIX CUCTEM,
DY «HMM «FamMmma»

«3awmta OKMWM Ha Base ACY 6e3 BnunaHms
Ha KOHCTPYKTUB»

KonemnkuHa Onbra, ey KOHCYbTaHT
Mo MHOOPMALIMOHHOM 6Ge30MacHOCTH,
AKTIV.CONSULTING

dunHaHcoBadqa oTpac/ib: NpaKTUKa obecnevyeHusa
6e30MacHoOCTU

Obcyamm peanmsaumio Mep 3almTbl MHOPMaL MM

Ha TeXHONMOrMYeCKUX y4acTKax , MPaKTUKy obecreyeHmna
onepaumoHHOM HaoeXXHOCTU, TpeboBaHMA

no obecrnevyeHno MHGOPMALIMOHHOM 6e30MacHOCTH

B paMKax npoekTa umndpoBoro py6n4, BOMNpPOoChI
npoBeaeHMa OLLeHOK COOTBETCTBMA U T.4.

CBMHUMUKMIN AHTOH, skcrepT ABNCC,
OVNPEKTOP Mo KOHCaNTUHry, dnanorHayka

«OpraHmsaumsa paboTbl YOOCTOBEPSAOLEro LieHTpa
y4YacTHMKa NNaTopMbl LMPPOBOro pyona»

NycenHoB PycTtaMm, akcnepT ABNCC, npencenatens,
PAL KOI

«"3nMa 6nmsko" nnm 10 ocobeHHocTeM obecrneyeHuda
NB cybbekTa KN B KpeanTHO-dUHaAHCOBOM
opraHusaumm»

MnewkoB AneKkcen, He3aBMCUMbIV SKCMepPT
no MHGopMaLMoHHOM 6e3oMacHOCTU

«[MpaKTnyeckaa peanmsauma npoLecca y4yeTa
KPUTUYHOM apXMTEKTYPbl B paMKax obecnedyeHums
onepauUMoHHOM HAaOEXXHOCTM»

MaHuypoB Muxaun, skcrept ABNCC, ctapLimn
KOHCynbTaHT, FBK CS

<<|_|paKTl/|Ka BHeEOPEHWNA Ol'lepaLI,l/IOHHOl;I HaOeXXHOCTW:
B3aMMOOENCTBME C MOCTaBLLUMKaAMM»

MouceeB AnekcaHap, sxkcrept ABNCC, BenyLimm
KOHCYNBTAHT MO MHPOPMaALLMOHHOW 6e30MacHOCTK,
AKTIV.CONSULTING
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ABUCC

13:40-14:40

14:40-16:20

«3almTa MMnopTtosamelleHHon NT-nHPpacTpyKTypbl
obbekToB KNW»

MNap¢deHTbeB AneKcen, 3aMecTUTe b reHepPasibHOro
OMNPEKTOPaA NO MHHOBALMOHHOM OeATENbHOCTY,
CepulHPopm

«[OCT Ha crcTeMbl yNpaB/ieHMA OOCTYTMOM:
KaKMe M3MeHEeHUS OYT PbIHOK B 2025 rogy»

YepHukoBa EneHa, pykoBoauUTe b HamnpaBieHUa
no paboTe C rocyaapcTBEHHbIMU CTPYKTYpamMu, Conap

«3awmTa No KNW, kak cocTtaBnaoLLaa eamHoM CUCTEMDb
3aLUMTbl KOMMAHUM»

Tumoden BUKynuH, PykoBoamTenb oToena BHeapeHus

n nogaep>xxkn, SECURITM

Oben, HETBOPKMHI

AYTCOPCUHI TEXHOJZIOFrMYECKUX MpoL,eccoB

Ob6cyanM yrnpaBneHme puckaMm 1 pacnpeneneHme
OTBETCTBEHHOCTW Mpu ayTcopcuHre NT/UB npoLeccos,
obecrneyeHne 6e30MacHOCTV NPY B3aMMOOENCTBUMN

C TPETbMMU CTOPOHAMM, OBEPUE K pe3y/ibTaTaM OLEHOK
MHdOPMaLMOHHOWM 6€30MacHOCTU TPETbMX CTOPOH,
TpeboBaHUs K nocTasLmkam UT/UB ycnyr n T.0.

BesrogoB EBreHun, skcnept ABNCC,
NCMOMHUTENbHbIN OMPEKTOP U cOOCHOBaTeNb Deiteriy

«Be3onacHoOCTb 061avYHbIX CepBUNCOB: 6anaHc PUNCKOB,
30HblI OTBETCTBEHHOCT»

AnekcaHap CyxapeB, MeHeoyXep Mo Pa3BUTUIO
6um3Heca B VB, Beeline cloud

«MeTtogunyeckme pekomeHgaumnm AbBNCC
no NpoBeaeHUMIO OLLEHOK COOTBETCTBUSA»

MBaHUOB AnekcaHap, sxkcrnepT ABNCC, cTapwmnim
MHXXeHep No 3almnTe nHdopMaumm, Deiteriy

«ABWNCC: cTaTUCTUKa OLEHOK COOTBETCTBUSA»

CBUHUMUKUMN AHTOH, >kcrnepT ABNCC, onpekTop
no KOHcanTuHry, duanorHayka

TexHuyeckune ayamtbl Ub

Obcyoum perynmpoBaHme B 06/1acTy TeCTOB

Ha MPOHMKHOBEHWE U TpeboBaHMA MO X MPOBEAEHMIO,
TUMNOBOE TEXHMYECKOEe 3alaHMe Ha OLLEeHKY YPOBHSA
3aLLUMLLEHHOCTU MHDOPMALMOHHOM MHPPACTPYKTYPHbI,
obLre METOOMKM U peKOMEHAALMM MO MPOBEAEHMUIO
neHTecToB, TPebOBaHMA K MOCTaBLUMKAM yCnyr

MO aHaNM3Yy 3alWMULEHHOCTU, OpraHm3auma RedTeam

n npoekTtoB BugBounty 1 T.4.

XoHUH AnekcaHap, skcnepT ABNCC,
pPYyKOBOAOMTENb OTAEMa KOHCANTMHIa 1 ayauTa
Angara Security



ABUCC

16:20-16:40

«Bbe3onacHOCTb ayTCOPCUMHIa MHPPaCTPYKTYpPbl —
OnMbIT 3aKa34kMka B laaS»

Hanko AnekcaHap, AMPeKTop Mo MHOOPMALLMOHHOMN
6e3onacHocTU, Bupxa «LeHTpanbHaa Toprosas
cucTeMa»

«BHYTPEHHWMMN N BHELHWW ayTCOPCUHT UNT —
roe ToHKne mecTta gnga Nb»

Kypuno lNeTp, 3amectuTtenb npencenartend
npaBneHus, TpaHCcKanmMTanb6aHk

«CoBpeMeHHble Noaxodbl U CTPATErMn 3aLLUMTbI
oT DDoS-aTaK, 60THETOB 1 XakepCKUX yrpo3 ana Saas
ycnyr B 6usHece n KMW»

N36aeHKOB ApTeM, OMNPEKTOP MO NPOOYKTY
Solar Space, 'K Conap

«TpeboBaHMa No Vb npu ayTCOpPCUHIe: TUMOBOM
LOroBOP U BapUaHTbl KOHTPOMS»

LWWanoBanos lNeTp, skcnept ABNCC, gnpekTtop
no pasBuTUIO, Deiteriy

Kode-b6pemnk

«MeHTecT 3HaUYMMbIX 06bekToB KNW»

My3aneBckuun ®epnop, skcnept ABNCC, anpeKTop
TeXHMYecKoro genapramMeHTa, RTM GROUP

«[lepunMeTp aTaku: KaK CKaHMPOBaHKMe MoMoraeT
NpenoTBPaTUTb yrpo3bl»

HynkuH AHApen, HadanbHVK oTaena obecrneyeHmsa
6e30MacHOCTM MHPOPMALMOHHbIX cUCcTeM, EBPA3

«OLEeHKa HeobxoaMMOCTH pa3paboTkM cTaHOapTa
npoBeneHmMa pabot B dopmaTe RedTeaming.
Ounckyccrar

CokonoB AneKcaHap, pyKoBoOMTENb AenapTaMeHTa
ayouTa n koHcantuHra, F.A.C.CT.

«TexHnyeckmm ayanT Nb KaK HernpepbiBHbIN
rnpoLecc»

KopTHeB AHApEeN, PyKOBOOMTENb LIEHTPa ayaAmTa
MHGOPMaLMOHHOM 6e30MacHOCTH,
PT-MHdopMaumMoHHaa 6e30mnacHoOCTb

«Prckun 6e3onacHOCTV B0NbLLUKMX A3bIKOBbIX Mogenewm
B MPUNITOXKEHUNAX»

CeMeHoOB ApTteM, AppSec/MISecOps 3Kcnepr,
Positive Technologies




ABUCC

16:40-18:20

YnpasneHue puckamum Ub

Obcyamnm ynpaBneHue puckamum Vb ¢ Toukm 3peHnsa
6ur3Heca, MOCTAaHOBKY MPOLECCOB YMpaBAeHMs

pnckamum b, aBToOMaTM3aumnto yrpaBneHmna puckamm UB,
obecneyeHre HeMPepPbLIBHOCTM BM3HeCa U T.4.

CuMakoB Oner, QMpeKTOp Mo PasBUTULO,
AKTIV.CONSULTING

«CTpaterma n pmckn Nb: npoBanunTb MOATOTOBKY —
NOArOTOBUTbL MpoBas»

TUMoOLLEeHKO AHAPEN, OMPEKTOP MO PAa3BUTUIO,
NHPopmM3awmTa

«YnpaBneHme puckaMmm MHGopMaLMOHHOMN
6e30MnacHOCTU»

XXykoBa lOnug, pykoBoauTtenb HanpasneHnsa b,
OPT (ex OenonT)

«Kak gep»aTb BCe NPpOoLLeCcChl Nod KOHTPONEM.

MeTpurKKM B MHOOPMaLMOHHOW 6€30MacHOCTU»
KazaHueB Hukonan, reHepanbHbiv ONPEKToP,
SECURITM

«ObecneyeHre HeMpPepPbIBHOCTU KPUTUYECKIUX
MPOLLeCCOB MPW KOMMbIOTEPHbIX aTakaxX U B HeLUTaTHbIX
CUTYaLMAX»

KomapoBs Banepui, HavanbHUK oTaena obecrneyeHums
OCBeOOMMNEHHOCTU, JenapTaMeHT MHPOPMaLLMOHHbIX
TeXHOMOrnM ropoaa MocKBbl

«OnbIT PocbaHKa Nno ynpaBneHuto
puckamMm MbB: ClTOXXHOCTU 1 OOCTUXKEHUA»
KoHppaTeHKO AneKcaHap, 3aMecTuTe b ANpeKTopa
aenaptaMeHTa MHGopMaLMOHHOW 6e30MacHOCTH,
pyKOBOAOMTENDb YMNPABAEHMA PUCKOB M MpoLueccoB NbB
n Agile-komMaHabl, PocbaHk

Be3onacHasa pa3pa6oTka

O6cyanmM namMerHeHma MOCT P 56939 no 6e3omnacHomn
pa3paboTke, BOMPOChl 6e30MacHOCTM Npu
MCMOMb30BaAHMKM CTOPOHHMX BUBNMNOTEK

N PeENO3nNTOPMEB, MOCTAHOBKY MpoLeccoB DevSecOps
M BHegpeHume Security Champion, mMnopTo3aMelleHne
B npoueccax DevSecOps u T.4.

LLiMmakoB Unbs, aHannTUK pmnckosB Vb
n DevOps-nHxeHep, NMAO PocbaHk

«MeTogonorma 6esonacHoM pa3paboTKu.

Kak noctpouTb npouecc ¢ O go PRO»

UnaxuH EBreHUn, apxmTeKTop NpoLeccoB
6e3onacHom pa3paboTku, Positive Technologies

«OLeHKa npoLiecca pa3paboTky 6e3onacHoro
nporpaMMHoro obecneyeHmsa: 3pPenocTb

NN COOTBETCTBME?»

KaHuBeu Cepremn, BelyLLININ KOHCY/BTaHT

no MHdopMaLIMoHHOM Be3onacHocTK, OumanorHayka

«Quality Gate B npoLeccax 6e3onacHom pa3paboTkm»

LLiIMmakoB Unbs, aHannTnK pmnckos Vb
n DevOps-nHxeHep, NMNAO PocbaHK

«OnbIT BHEOPEHMS NPaKTUK 6e30mnacHoM pa3paboTKm»
KanyruHa AHacTacus, pyKoBOAUTE b HanpasieHua
6e3onacHoOM pPa3paboTKM M MHPPACTPYKTYPbI,
NHboTeKC

«[OCT P 56939 1 ero cpaBHeHune c OCT P 15408
n PCI SSF»

FapanoBa Bukropwusa, segyLin MHXEHED
no 3awmnTte nHpopmaumm, Deiteriy



