ANGARA SECURITY

[ 0OTOBa NI opraHnsauus
K 6e3onacHon paspaboTke N7

npaKTI/I‘-IeCKaFI MOoJAeJ1b OLLEHKWU 3PEJTIOCTU

BukTop Tokapes,
PYKOBOAUTENb OTAeNa 6e30MacHON
pa3paboTkn Angara Security




DevSecOps — @YHAAaMEHT, HO HE KPUTEPUIN TOTOBHOCTMU

NN pacumpsieT cocTaB 00 beKTOB, KOTOPbIE BAUAIOT Ha 6€30MnacHOCTb

KO N SABUCUMOCTU MHOPACTPYKTYPA PEJTU3bI
lMpoBepKa Koaa, bubnmoTek HacTpoWKn, KOHTenHepsbl, NpaBa KOHTpOsbHbIe 3Tanbl,
N CEKPETOB [ocTyna corslacoBaHue, oTkaT

MOJEJIb — NHCTPYKUWNWN — RAG — TOOLS — NMPABUJIA — TPABA AOCTYTIA
VIX U3MEHEHVE MOXET U3MEHWTL MOBEAEHWE CUCTEMbI, AAXE ECNM KO HE MEHANCS

Hy>xHO gononHuTb DevSecOps KOHTPONEM faHHbIX, KOHTEKCTa, Aencteuin U n cBa3aHHbIX USMEHEeHUN




[MTpakTuyeckum cueHapuun: UM-areHT ans paspaboTKu

3agava — peI'IO3VITOpVIl7I n AOKyMeHTauuna — USMeHEHNA — NPoOBEPKU — 3alpoC Ha BK/IKOYEHNE N3MEHEHUN
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MOXHO: HEJIb3 BE3 COI'TACOBAHUA

aHalJins3, pa3pa6OTKa B OTAE/IbHOWN BETKE, YTBEPXXAEHHDbIE 3alLUMLLIEHHbIE BETKW, AENCTBMSA Ha npogde, npaBa OOCTYIa,
MPOBEPKK, MOAroTOBKa 3aripoca. MNOCTOAHHbIE CEKPETDHI, CETb 6e3 OrpaHl/NeHl/IVI.




[1ATb HanpaBNEeHNIN OL,EHKWN 3PENoCTH

OueHKa CTPOMTbCS BOKPYTr KOHKPETHOrO CLieHapus, a He BOKpYr abcTpakTHon moaenu U
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KpuTepuit 3penocTu: TpeboBaHus, yrpo3sbl, KOHTPON, TECTbI U loKa3aTeNbCTBa UX 3PHEKTUBHOCTH




1. YnpaBneHne n oTBETCTBEHHOCTb

KTo oTBevaeT 3a PUCK, KOMMOHEHTbI U U3BMEHEHUA?

'
[MPOBEPAEMbIE PE3YJIbTATDI
*  Bnapgeneu pucka o KOHKPETHOro CueHapus
« Bnagenbubl Mmogenn, 6asbl 3HaAHWIA, PacnpepaeneHve oTBETCTBEHHOCTU
MHCTPYMEHTOB U NpaBu paboTbl )
MaTpuua npaB Ha UBMEHEHMUA
* [1paBO MeHATb MOAENb, MHCTPYKLMK, MOUCK atpuua npas Ha nsmene
1 MOSTHOMOY NS
Peectp komnoHeHTOB NN
*  [1pnHATME OCTATOYHOIO pUCKa M CPOK AENCTBUA
peLeHnA lMopsagok NpUHATKUA pUcKa
* ABapuinHasa oCTaHOBKa M OT3bIB MOJTHOMOYUNM .
[MopsaaoK aBapMMHOIO OTKJTKOYEHUSA




2. lNpoueccbl pa3paboTKN N UBMEHEHUS

N3MeHeHUs Moaenn, MHCTPYKLMIA, 6a3bl 3HAHU U MIHCTPYMEHTOB A0/XKHbI ObITb YyNpaBnsieMbIMy

N3MEHEHWNE YTO NMNOBTOPHO MNPOBEPAEM

Bepcusa mogenm

CUCTEMHbIE MHCTPYKLIMM

basa 3HaHun 1 nonck

CxemMa MHCTPyMeHTa

MpaBuna paboTbl N

Cpefa BbIMOSHEHNS

MpoBepka obxoaa OrpaHNYeHni, yTedeK 1 OnacHbIX 4eNCTBUM

CobntoaeHve NpaBui 1 KOPPEKTHOCTb OTKa30B

MpaBa [0CTyna, NPOUCXOXKAEHNE [aHHbIX, BDEAOHOCHbIE NHCTPYKLNM

MonHOMOYMS, NapaMeTpbl 1 OLIMOOYHbIE CLIEHAPUM

Bbixoa 3a npefenbl pas3peLléHHbiX 4elNCTBUN

MpoBepKa 3aBUCUMOCTEN, MPOUCXOXAEHNA 1 U30NALUM




3. [laHHble, Moaenn n 6asa 3HaHUN

KOHTEeKCT J0/MKeH UMeTb NOHATHOE npouncxoxaeHume, npasa AoCTyrna n UICTOPUHO NCIMNMOJIb3OBaHUA

McTouHMK — 3arpyska — | Knaccudukaums |— Pa36ueHue — | lpeo6pasoBaHue

MnaH penicTBuit | <—| C6opka KoHTekcTa | <+ ISR oElE AN «— NHpexc

o [lpouncxoxkaeHme JOKYMeHTa U ero hparmeHTa (YpoBeHb AOBEPUA K UCTOUHMKY)
o [lpoBepka npaB gocTyna Ao nepegadun gaHHbix M — n3onauna npoekTos

e Bepcum nHaekca, yoaneHme AaHHbIX 1 MOBTOPHOE NOCTPOeHMe 6a3bl

o (CB#3b MeXy UCTOYHUKOM, NpeanonioxeHnemM M 1 BbIMoNHEHHbIM AeNCTBUEM

e TeKCT N3 AOKYMEHTOB He [O/IKeH CTaHOBUTbCA KoOMaHaou a1 NN aBToMaTU4ecKkn




H 4. ApXuTekTypa n nHPppacTpyKTypa

lMpepnoxeHue Ynpasnsowmnn lMpoBepka OrpaHuyeHHoe MN3onupoBaHHOe
nn KOMMOHEHT npasun paspelleHue BbINOJIHEHUE

KAXOOE JENCTBUE UMEET rPAHULIbI, CPOK AENCTBUA N 3AMNCH B XKYPHAIE

o OTpenbHas ydeTHas 3anmcb MW 1 KoOpoTkMe paspelleHns Ha 4enCTBUS

o OrpaHuyeHus Mo pernosnTopuro, BETKE, KOMaHAe, cpefe 1 BPEMEHN

* Pa3spelleHHbl CINCOK NHCTPYMEHTOB U MPOBEPKa napaMeTpoB

*  /1301npoBaHHOE BbIMOSHEHWE W 3aMPeT CETEBOro AOCTYMa no yMoA4aHuo

© HO,D,TBGD)KLI.GHVIG YyenoBeka AN BaXXHbIX ENCTBUM; 6e30MacHbI 0TKa3 rnpn cboe rnpaBul



5. TecTupoBaHue 1 aKcnayaTauus

[lpoBepsaeM He ToNbkKo oTBeTbl MU, HO U BeCb NyTb OT AaHHbIX A0 AEUCTBUA

BpenoHocHble
UHCTPYKLNN

[paBa gocTtyna

CobntoaeHue
npasun

\
3afayn, Kofl, IOKYMEHTbI 6a3bl 3HaHWN,
OTBETbI BHELUHUX MHCTPYMEHTOB

J

\
Bbixo 3a npefesnbl paspeleHHoro
PENO3NTOPUS, BETKM UK Cpefbl

_J

\
OTKasbl, NOATBEPXKAEHMUS, MOMbITKM
06xo04a orpaHnyeHui

Y,

YTeukun gaHHbIX

OnacHble
nencrTeus

Haébntopenne
N OCTaHOBKa

MpoBEPOYHbIE CEKPETbI, JOCTYM
K Yy>KMM MPOEeKTaMm, nepegada Hapyxy

HeKOoppeKTHble napaMeTpbl,
KOMaHbl, LIEMNOYKN OENCTBNM

YKypHasbl, MOHUTOPWHT, OT3bIB Npas,
OCTaHOBKa 1 OTKaT

PasoBas py4yHad rnpoBepkKa rnoJsjiesHa, HO He 3aMeHAET NMNOBTOPAEMDbIE NMPOBEPKU MOCIIE N3MEHEHUN




Pe3ynbTaT: KapTa 3pesiocTU U JOPOXKHasA KapTa

N
TpeboBaHue Yrposa Mepa 3aluThbl
J/
I
OcTaToO4YHbIN PUCK JlokasaTenbCcTBO [MpoBepka
J/

° KapTa 3PENOCTU NOKa3biBaeT CUJIbHblE CTOPOHbI U pa3pbiBbl MO MATU HarpaBJIEHNAM

e JlopOXHasi KapTa 3ajaeT NoaTanHbIM nepexoa;
OrpaHNYeHHbIN CLieHapWii -> KOHTPOSIb YETOBEKOM -> M30NALMS -> HABMOEHME -> pacLLUMpPeHNe MOTHOMOYNIA

e KpwuTepuit rOTOBHOCTU: OorpaHMunBaTb AencTBus MU, 06bSICHATL UX MPOUCXOXKAEHUE U NOATBEPXKAATb
3P PeKTUBHOCTb 3aLUUTbI NOCE UBMEHEHWIA

BesonacHocTb N - 3T0 3awmTa NpoLeCccoB, AaHHbIX N UHPPACTPYKTYpPbl BOKPYr HEroO
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CIMACWMBO 3A BHUMAHNE!

21 bl «[Mapk Nobeabl», MockBa,
yn. Bacunncol KoxxmnHow, A.1 k.1

info@angarasecurity.ru

%,  +7(495) 269 26 06
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